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1. Introduction

In order to satisfy the users’ needs, Istat disseminates microdata files for scientific
research. The dissemination of the statistical information must be performed in full
compliance with the regulations pertaining the privacy of respondents. For the Community
Innovation Survey 3 (CIS3), a statistical disclosure control methodology was set-up in
order to guarantee the confidentiality of respondents. The units at risk of re-identification
were identified. Only the key or confidential variables were modified. Only the values of the

units at risk of re-identification were modified.

In section 2 useful information about the status of each variable in the microdata file for
scientific research is provided. The statistical disclosure control methodology is briefly
described in Section 3. In Section 4, the main effects of the applied statistical disclosure
limitation methodology are illustrated. They may be used in order to assess the impact of

the applied perturbation on the numerical variables.

In this document only the modifications due to the statistical disclosure limitation
methodology are described.
The users of the microdata file for scientific research must comply with the conditions of

the signed agreement.

2. Description of variables

The protection of the confidentiality of respondents was achieved by modifying the
information content of some variables. This section summarizes only the changes due to
the statistical disclosure limitation methodology.

The microdata file may be disseminated as a tab-delimited file or as a fixed length format
file. The first row of the tab-delimited file contains the names of the variables.

The decimal separator is ".".
The character "." means "missing data or not applicable".
The microdata file contains information on enterprises.

Each reacord describes an enterprise.



Table 1. The status® of each variable in the Italian CIS3 microdata file for scientific research

Variable | Question SDC2 status | Short description

Id Asia identification number Changed Removed

Nuts Geographical location of the enterprise Changed Aggregated at national level

Nace Main economic activity Changed NACE 2-digit; NACE 10-14 =
NACE 10; NACE 15-16 =
NACE15; NACE 40-41 =
NACE40

Gp Enterprise part of a group Not changed

Ho Country of head office Changed 0: the enterprise does not
belong to a group; 1: Italy; 2:
Europe + Candidate Countries
+ EFTA countries; 3: rest of
the world; “.”: missing or non
applicable

Est Enterprise established Not changed

Turninc | Turnover increased by 10 pct Not changed

TurnDec | Turnover decreased by 10 pct Not changed

SigMar Enterprise most significant market Not changed

Turn98 Total turnover in 1998 Changed Removed

Turn Total turnover in 2000 Changed Some records perturbed

Exp98 Exports in 1998 Changed Removed

Exp Exports in 2000 changed Removed

InvTa Gross investment in tangible goods: 2000 | Changed Removed: invalidated from
quality point of view

Emp98 Total number of employees in 1998 Changed Removed

Emp Total number of employees in 2000 (size | Changed 1: <50 employees; 2. 50 — 249

class)

employees; 3: >=250
employees; only for NACE 20,
23, 30, 67 and 73, class 2 and
class 3 are aggregated into a
new one, category “2_3"; only
for NACE 37, 62 and 64 all
number of employees classes
are aggregated into a single

one, category “1 2 3"

! The status refers only to the application of the statistical disclosure control (SDC) methodology.
2SDC = statistical disclosure control
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EmpHi Number of employees with higher Changed Removed: invalidated from
education quality point of view

InPdt New or improved pdt for your enterprise Not changed

InPdtW Who mainly developed these products Not changed

Turnin Turnover due to new or improved products | Not changed

TurnUng | Turnover due to unchanged products Not changed

InMar New or improved products on the market | Not changed

TurnMar | Share of new or improved pdts to market | Not changed

InPcs New or improved pcs for your enterprise | Not changed

InPcsW | Who mainly developed these processes Not changed

InOn Ongoing innovating activities Not changed

InAb Abandoned innovation activities Not changed

RRdIn Engagement in intramural RD Not changed

RRdInX | Expenditure in intramural RD Changed Some records perturbed
RRdEXx Engagement in extramural RD Not changed

RRAExX | Expenditure in extramural RD Changed Some records perturbed
RMac Engagement in acquisition of machinery Not changed

RMacX | Expenditure in acquisition of machinery Changed Some records perturbed
ROek Engagement in other external knowledge | Not changed

ROekX Expenditure in other external knowledge | Changed Some records perturbed
RTr Engagement in training Not changed

RMar Engagement in market introduction Not changed

RPre Engagement in design, other preparation | Not changed

ROthX Expenditure in training,market intro,oth Changed Some records perturbed
Rtot Total innovation expenditure Changed Some records perturbed
RdPer Number of persons involved in intra RD Changed Removed: invalidated from

quality point of view

RdENg Type of engagement in RD Not changed

ERange | Effect: Inc range of goods or services Not changed

EMar Effect: Inc market or market share Not changed

EQua Effect: Imp quality in goods or services Not changed

EFlex Effect: Imp production flexibility Not changed

ECap Effect: Inc production capacity Not changed

ELbr Effect: Red Ibr costs per produced unit Not changed

EMat Effect: Red materials and NRG per unit Not changed

EEnv Effect: Improved environmental impact Not changed




EStd Effect: Met regulations or standards Not changed
FunLoc Public funding from local or regional Not changed
FunGmt | Public funding from central government Not changed
FunEU Public funding from the EU Not changed
FunRtd Funding from EU 4th or 5th RTD Not changed
Co Cooperation arrangements on inno act Not changed
Coll Other ent within the group : National Not changed
Col2 Other ent within the group : EU/EFTA Not changed
Col3 Other ent within the group : EU-CC Not changed
Col4 Other ent within the group : US Not changed
Col5 Other ent within the group : Japan Not changed
Col6 Other ent within the group : Other Not changed
Co21 Suppliers of equiment, etc. : National Not changed
Co22 Suppliers of equiment, etc. : EU/EFTA Not changed
Co23 Suppliers of equiment, etc. : EU-CC Not changed
Co24 Suppliers of equiment, etc. : US Not changed
Co25 Suppliers of equiment, etc. : Japan Not changed
Co26 Suppliers of equiment, etc. : Other Not changed
Co31l Clients or customers : National Not changed
Co32 Clients or customers : EU/EFTA Not changed
Co33 Clients or customers : EU-CC Not changed
Co34 Clients or customers : US Not changed
Co35 Clients or customers : Japan Not changed
Co36 Clients or customers : Other Not changed
Co41l Competitors or other firms ... : National Not changed
Co42 Competitors or other firms ... : EU/EFTA Not changed
Co43 Competitors or other firms ... : EU-CC Not changed
Co44 Competitors or other firms ... : US Not changed
Co45 Competitors or other firms ... : Japan Not changed
Co46 Competitors or other firms ... : Other Not changed
Co51 Consultants : National Not changed
Co52 Consultants : EU/EFTA Not changed
Co53 Consultants : EU-CC Not changed
Co54 Consultants : US Not changed
Co55 Consultants : Japan Not changed
Co56 Consultants : Other Not changed




Co61 Commercial lab /RD ent. : National Not changed
Co62 Commercial lab /RD ent. : EU/EFTA Not changed
Co63 Commercial lab /RD ent. : EU-CC Not changed
Cob64 Commercial lab /RD ent. : US Not changed
Co65 Commercial lab /RD ent. : Japan Not changed
Co66 Commercial lab /RD ent. : Other Not changed
Co71 Universities or other ... : National Not changed
Co72 Universities or other ... : EU/EFTA Not changed
Co73 Universities or other ... : EU-CC Not changed
Co74 Universities or other ... : US Not changed
Co75 Universities or other ... : Japan Not changed
Co76 Universities or other ... : Other Not changed
Co81 Gmt or PNP research inst. : National Not changed
Co82 Gmt or PNP research inst. : EU/EFTA Not changed
Co83 Gmt or PNP research inst. : EU-CC Not changed
Co84 Gmt or PNP research inst. : US Not changed
Co85 Gmt or PNP research inst. : Japan Not changed
Co86 Gmt or PNP research inst. : Other Not changed
SEnt Sources from Within the enterprise Not changed
SGrp Sources from Other ent within group Not changed
SSup Sources from Sup of equip, mat, etc. Not changed
SCli Sources from Clients or customers Not changed
SCom Sources from Competitors Not changed
SUni Sources from Univ or other HEI Not changed
SGmt Sources from Gmt or PNP research inst Not changed
SPro Sources from Pro conferences, meetings | Not changed
SExb Sources from Fairs, exhibitions Not changed
Hdlay Innovation activity seriously delayed Not changed
HStar Innovat activity prevented to be started Not changed
HBur Innovation activity burdened/cumbered Not changed
HPrior No inno act due to prior innovations Not changed
HMar No inno act due to market conditions Not changed
Himp No inno act due to factors impeding inno | Not changed
HEco Hamp factor : Economic risks Not changed
HCos Hamp factor : Innovation costs Not changed
HFin Hamp factor : Sources of finance Not changed




HOrg Hamp factor : Organisational rigidities Not changed

HPer Hamp factor : Qualified personnel Not changed
HTec Hamp factor : Information on technology Not changed
Hinf Hamp factor : Information on markets Not changed
HFlex Hamp factor : Regulations and standards | Not changed
HCus Hamp factor : Customer responsiveness | Not changed
PaAp Enterprise applied for at least a patent Not changed
Paval Number of valid patents at end of 2000 Not changed
ProReg Protection through reg of design patters Not changed
ProTm Protection through trademarks Not changed
ProCp Protection through copyright Not changed
ProSec Protection through secrecy Not changed

ProDes Protection through complexity of design Not changed

ProTim Protection through lead-time advantage Not changed

ActStr Implement of new corporate strategegies | Not changed
ActMan Implement of management techniques Not changed
ActOrg Implement of changed organisation struct | Not changed
ActMar Changing ent marketing concepts/strat Not changed
ActAes Significant changes in aesthetic appear Not changed
StrB Stratum to which ent before when sampled | Changed Removed
StrA Stratum to which ent belong acc to quest | Changed Removed
Weight Weighting factors Changed Removed

WeightNr | Weights corrected due to non-respo bias | Not changed

In the next section, more details on the information content of the changed variables are

given.

3. Statistical Disclosure Control Methodology

3.1 Disclosure Scenarios

The units at risk of identification were singled out by means of two disclosure scenarios:
one based on structural information and the other one derived from non-structural
information. The adopted criteria were a mixture of frequency rules, density-based

clustering algorithms and dominance criteria.



3.2 Changes on Variables
3.2.1. Variable Suppression

The following variables were removed from the microdata file:
a. Asia identification number (variable Id)

b. Stratum Information (variables Stra and Strb)

c. Base weight (variable Weight). Observation: the final calibrated weight (variable
Weightnr) was not changed.

d. Variables RdPer, EmpHi and InvTa were removed because it was invalidated
from a quality point of view.

e. Exp and Exp98

f. Turnover at the beginning of the reference period (variable Turn98)

g. Number of employees at the beginning of the reference period (variable Emp98)

When a variable was removed, all its values were replaced by the missing value symbol,

ie. .

3.2.2. Global Recoding
Global recoding is one of the simplest and well-known statistical disclosure limitation
methodologies. For categorical variables, the global recoding consists in merging

categories. Obviously, there is a difference between the old and new categories.

For the release of the Italian CIS3 microdata file for scientific research, the following

variables were recoded:

1. Principal economic activity (Nace) was recoded as follows. The following categories
were obtained:
a) Nace was aggregated in NACE at 2 digits
b) NACE 10, 11, 12, 13 and 14 are aggregated into a single category, NACE = 10
c) NACE 15 and 16 are aggregated into a single category, NACE = 15
d) NACE 40 and 41 are aggregated into a single category, NACE = 40

2. Number of employees (Emp) was recoded in three main classes . For the Italian
CIS3 microdata file for scientific research purposes, the following categories were
then obtained:

a) small size: 10 — 49 employees, category “1”
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b) medium size: 50 — 249 employees, category “2”

c) large size: more than 250 employees, category “3”

d) Due to the reduced number of units, the following aggregations were further
used:

e) only for NACE 20, 23, 30, 67 and 73, class 2 and class 3 are aggregated into a
new one, category “2_3"

f) only for NACE 37, 62 and 64 all number of employees classes are aggregated

into a single one, category “1_2_ 3~

Nuts categories are aggregated into a single one: details on the geographical location of

the enterprise are released only at national level.

Ho categories are aggregated in the following classes: 1 (ltaly), 2 (Europe + Candidate
Countries + EFTA countries), 3 (rest of the world) and 0 (the enterprise does not belong to

a group), “.” missing or non applicable.

3.2.3. Significant digits in continuous variables

The numerical variables were rounded to unity. Two decimals were preserved only for
variables TurnMar, Turnin e TurnUng. Three decimals were preserved only for the weights
(variable WeightNr).

3.3. Statistical Disclosure Limitation
A further reduction of the risk of re-identification was achieved by perturbing the numerical
variables considered identifying in either disclosure scenario. Only the records of the units
at risk of re-identification were modified and only for the key or sensitive variables. These

modifications concern:
a. the Turn values of the units at risk in the disclosure scenario based on
structural information

o for each combination of Nace, the Turn values of the units at risk were
modified by imputing the values from the nearest safe unit. For each
combination of Nace, on the tails of the Turn distribution an individual

ranking was applied.
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b. b) the values of RRdInX, RRAExX, RMacX, ROekX, Rtot of the units
considered at risk in the disclosure scenario based on non-structural
information

o- for the units at risk, Rtot and its components were modified. The
perturbation was proportional to the perturbation of Turn. The same

multiplicative perturbation was applied to each Rtot component.

4. Information Content Analysis

When applying whatever statistical disclosure limitation methodology, some information
loss is unavoidable (otherwise it wouldn't be possible to guarantee the confidentiality of the
respondents).

In this section several tools for evaluating the impact of the perturbation method are

presented.

For the Italian CIS3 microdata file for scientific research, all weighted totals of Turn were
exactly preserved, for each combinations of Nace and Emp.

The weights (variable WeightNr) were not modified.

4.1. Number of modified Turn values

With respect to the spontaneous identification scenario based on structural information,
the only perturbed variable is Turn. The perturbation was applied only to the units at risk.

The safe units are generally released with their original values. Table 2 presents, for each

combination of Nace, the percentage of modified Turn values.
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Table 2. Percentage of modified units.

Percentage Percentage
Number of|of Modified Number  of |of Modified
Nace observations | Units Nace Observations | Units
17 489 14 33 323 17
15 628 15 34 289 19
10 232 19 35 238 15
18 631 16 36 523 18
19 373 15 37 101 15
20 422 16 40 212 20
21 353 20 51 655 19
22 420 19 60 605 17
23 94 20 61 81 14
24 523 15 62 26 23
25 498 15 63 546 19
26 573 16 64 62 16
27 347 18 65 516 19
28 712 17 66 101 18
29 697 14 67 153 22
30 85 13 72 411 18
31 466 17 73 61 16
32 250 18 74 268 21

4.2. Variance Comparison

The ratios between the Turn variance after,0 , and before, @, protection are shown in

Table 3 and in Figure 1.
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Table 3. Ratios between the Turn variances

o'/o o*/o
Nace Nace
17 0.72 33 1.07
15 0.97 34 1.26
10 0.58 35 0.90
18 0.73 36 0.83
19 1.01 37 1.00
20 0.84 40 1.62
21 1.03 51 0.47
22 0.92 60 1.08
23 0.94 61 0.97
24 0.52 62 0.55
25 0.55 63 1.51
26 1.03 64 0.26
27 0.46 65 0.97
28 0.81 66 1.00
29 0.72 67 0.78
30 0.96 72 0.92
31 0.63 73 1.02
32 0.89 74 1.05
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Figure 1. Variance comparison of Turn before and after protection.
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4.3. Correlations Comparison

In Table 4 the correlations between the original and perturbed Turn values, between
original Turn and Rtot and between perturbed Turn and Rtot are shown. A similar effect
was observed on the other components of Rtot.

Table 4. Coefficients of correlations.
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Nace Nace

10 0.85 1.00 0.12 0.18 33 0.96 1.00 0.72 0.64
15 0.98 0.98 0.71 0.74 34 0.90 1.00 0.90 0.71
17 0.93 1.00 0.15 0.17 35 0.90 1.00 0.77 0.71
18 0.92 0.98 0.34 0.52 36 0.96 1.00 0.41 0.38
19 0.81 1.00 0.15 0.17 37 0.97 1.00 0.18 0.26
20 0.93 1.00 0.28 0.34 40 0.87 0.97 0.30 0.44
21 0.98 1.00 0.40 0.43 51 0.76 1.00 0.19 0.15
22 0.96 1.00 0.72 0.64 60 0.98 1.00 0.47 0.40
23 0.93 1.00 0.04 0.06 61 0.99 1.00 0.31 0.27
24 0.74 1.00 0.55 0.49 62 0.65 1.00 0.10 0.12
25 0.77 1.00 0.22 0.40 63 0.90 1.00 0.43 0.32
26 0.96 1.00 0.39 0.39 64 0.58 0.49 0.51 0.83
27 0.72 1.00 0.39 0.46 65 0.99 1.00 0.48 0.47
28 0.95 1.00 0.27 0.29 66 0.97 1.00 0.32 0.28
29 0.93 0.99 0.62 0.58 67 0.93 1.00 0.56 0.62
30 0.86 1.00 0.52 0.46 72 0.95 1.00 0.55 0.60
31 0.81 0.88 0.73 0.70 73 0.94 1.00 0.94 0.93
32 0.75 1.00 0.95 0.56 74 0.99 1.00 0.24 0.22

4.4. Ratios Rtot/Turn and the other components of Rtot

The data utility was assessed with respect to Rtot and some of its components, for
example, RrdIinX, RrdExX, RMacX. Only the ratios Rtot/Turn, RrdInX/Turn, RrdExX/Turn,
RMacX/Turn were taken into account.
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For each combination of Nace, the quantiles of the above mentioned ratios were computed
on the original and on the perturbed data. For each combination of Nace, the maximum
absolute difference between corresponding original and perturbed quantiles was
computed. Except for Nace = 73, a very good agreement was observed. The maximum
absolute difference over all these combinations of Nace was 0.1, for all the ratios
Rtot/Turn, RrdInX/Turn, RrdExX/Turn, RMacX/Turn. For Nace = 73, the maximum
absolute differences between quantiles was greater than 1.
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